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D D Control Specification

Application & AlS-01.1
Interface Security

|Application Security

Applications and programming interfaces (APIs) shall be
designed, developed, deployed, and tested in accordance
with leading industry standards (e.g., OWASP for web
applications) and adhere to applicable legal, statutory, or
regulatory compliance obligations.

Als-01.2

AIS-01.3
Als-01.4

Als-01.5

CONSENSUS ASSESSMENTS
INITIATIVE QUESTIONNAIRE v3.1

Consensus Assessment Questions

Do you use industry standards (i.e. OWASP Software
Assurance Maturity Model, ISO 27034) to build in security
for vour Svstems/Software D Lifecvcle (SDLC)?

Consensus Assessment Answers

Yes

No

Not Applicable

Do you use an automated source code analysis tool to
detect security defects in code prior to production?

code quality tool su apposito
docker

Do vou use manual source-code analvsis to detect security

Merge reauest su GitLab

Do you verify that all of your software suppliers adhere to
industrv standards for / D

(saas only) Do you review your applications for security
vulnerabilities and address anv issues orior to

Application & AlS-02.1
Interface Security

Customer Access

Prior to granting customers access to data, assets, and
information systems, identified security, contractual, and

Als-02.2 for customer access shallbe

‘Are allidentified security, contractual, and regulatory
i for customer access addressed

Areall i and trust levels for access

Application & AlS-03.1

Data input and output integrity routines (i.e., reconciliation
Interface Security -0l

and edit checks) shall be i for

Does your data management policies and procedures
reauire audits to verifv data input and outout inteerity.

AlS-03.2

Data Integrity interfaces and databases to prevent manual or systematic

Are data input and output integrity routines (i.e. MD5/SHA
i for application interfaces and

Application & AlS-04.1

Interface Security

Policies and procedures shall be established and
maintained in support of data security to include

identiality, integrity, and availability) across multiple
system interfaces, jurisdictions, and business functions to
prevent improper disclosure, alternation, or destruction.

Is your Data Security Architecture designed using an
industry standard (e.g., CDSA, MULITSAFE, CSA Trusted
Cloud Architectural Standard, FedRAMP, CAESARS)?

Audit plans shall be developed and maintained to address
business process disruptions. Auditing plans shall focus on
reviewing the effectiveness of the implementation of
security operations. All audit activities must be agreed
upon prior to executing any audits.

Do you develop and maintain an agreed upon audit plan (€.g..
scope, objective, frequency, resources,etc.) for reviewing the
efficiency and effectiveness of implemented security controls?

Does your audit program take into account effectiveness of
implementation of security operations?

Independent reviews and assessments shall be performed
atleast annually to ensure that the organization addresses
nonconformities of established policies, standards,
procedures, and compliance obligations.

Do you allow tenants to view your SOC2/ISO 27001 or
similar third-party audit or certification reports?

Do you conduct network penetration tests of your cloud
service infrastructure at least annually?

VA/PT 2019

Do you conduct application penetration tests of your cloud
infrastructure regularly as prescribed by industry best
practices and guidance?

VA/PT 2019

Do you conduct internal audits at least annually?

pianificazione controlli

Do you conduct independent audits at least annually?

pianificazione controlli
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documentazione tecnica
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documentazione tecnica

Organizations shall create and maintain a control
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Business Continuity BCR-01.1 A consistent unified framework for business continuity

Does your organization have a plan or framework for business
continuity o disaster recoverv

Service Provider

Management & planning and plan shall be

documented, and adopted to ensure all business continuity
Fey | Plans are consistent in addressing priorities for testing,

Business Continuity i andi security

Planning "1t | Requirements for business continuity plans include the

following:

« Defined purpose and scope, aligned with relevant

dependencies

« Accessible to and understood by those who will use

them

« Owned by a named person(s) who is responsible for

their review, update, and approval

« Defined lines of communication, roles, and

responsibilities

BCR-01.2

BCR-01.5

BCR-01.6

BCR-01.7

Do you have more than one provider for each service you
lenend on?

Do you provide a disaster recovery capability?

Do you monitor service continuity with upstream providers
in the event of nrovider failure?

Do you provide access to operational redundancy reports,
including the services vou relv on?

Do you provide a tenant-triggered failover option?

Do you share your business continuity and redundancy
plans with your tenants?

documentazione tecnica
interna

Business Continuity BCR-02.1

Ty PraTTS SUDjeCT o TS

TpraTET

Business continuity and security incident response plans

Business Continuity BCR-03.1 Data center utilities services and

oes your orMauSTry

Service Provider

GIGEERR (e.g., water, power, temperature and humidity controls,
and internet shall be
secured, monitored, maintained, and tested for continual
effectiveness at planned intervals to ensure protection
from unauthorized interception or damage, and designed
with automated fail-over or other redundancies in the

Telecommunications

Has your organization implemented environmental controls, fail,
over mechanisms or other redundancies to secure utlity
services and mitigate environmental conditions?

|Business Continuity BCR-04.1

|Business Continuity BCR-05.1

|Business Continuity BCR-06.1

BCR-07.1
BCR-07.2

Business Continuity
Management &

|Business Continuity BCR-08.1

Information system documentation (e.g., administrator | - o e e e solo a persone qualificate,
Physical protection against damage from natural causes | |° P 0o o Do oBe dnCIPATECTATIO AT COTTEE 1AAS

To reduce the risks from environmental threats, hazards, O SOTTCSTIETy e Pt T v s

Policies and procedures shall be established, and ooy METEq POTCTES, ProCeuTes and Supporing 1AAS

supporting business processes and technical measures U0 YOU TIIVE & 8qUIprTient ana Jatacemer 1AAS

Protection measures shall be put into place to react to o " b 1AAS

LIS R There shall be a defined and documented method for
determining the impact of any disruption to the
organization (cloud provider, cloud consumer) that must
incorporate the following:

« Identify critical products and services
« Identify all dependencies, including processes,
applications, business partners, and third party service

Business Continuity
Management &
Operational
Resilience

Impact Analysis

Do you use industry standards and frameworks to determine
the impact of any disruption to your organization (i.e. criticality
of services and recovery priorities, disruption tolerance, RPO
and RTO etc) ?

In linea con quanto richiesto
dai capitolati di gara




Business Continuity
Business Continuity
Management &
Operational
Resilience
Retention Policy

| Change Control &
Change Control &
Configuration
Change Control &
Configuration
Management
Quality Testing

Change Control &
Change Control &
Configuration
Management
Data Security &
Information

Data Security &
Information

Data Security &
Information

Data Security &
Information
Lifecycle

| Data security &
Data Security &
Data Security &
Information
Lifecycle
Management

Datacemer Secumv
|Asset Management
| Datacenter Security
Datacenter Security
Equipment

| Datacenter security
| Datacenter Security
Datacenter Security
Policy

| Datacenter security
|Datacenter Security
| Datacenter security
[Encryption & Key.
Encryption & Key
Management

Key Generation

Encryption & Key
Management
Encryption
Encryption & Key
Management
|Storage and Access

Governance and
Risk Management
Baseline
Requirements

Governance and
Risk Management
|Governance and
Governance and
Risk Management
| Governance and
Governance and
Risk Management
Policy

Governance and
Risk Management
| Governance and
Governance and
Risk Management
Governance and
Risk Management
Governance and
Risk Management
Human Resources
|Asset Returns
\Hnman Resources
Human Resources
Employment
Human Resources
Employment

| Human Resources
\Hnman Resources
| Human Resources
Human Resources
|Acceptable Use
Human Resources
Training / Awareness

Human Resources
User Responsibility

Human Resources
Workspace
Identity & Access
Management
Identity & Access
Management
User Access Policy

BCR-10 BCR-10.1
BCR-11 BCR-11.1
BCR-11.2
BCR-11.3
BCR-11.4
BCR-11.5
BCR-11.6
BCR-11.7
CCC-01.1
CCc-02.1
CCC-02.2
CCC-03.1
CCC-03.2
CCC-03.3
CCC-03.4
CCC-03.5
CCC-03.6
CCC-04.1
CCC-05.1
CCC-05.2
CCC-05.3
DSI-01.1

DSI-07.1

DSI-07.2
DCs-01.1
DCs-01.2
DCs-02.1
DCs-03.1
DCs-03.2
DCs-04.1
DCS-05.1
DCs-06.1
DCs-06.2
DCs-07.1
DCs-08.1
DCS-09.1
EKM-01.1
EKM-02.1
EKM-02.2
EKM-02.3
EKM-02.4
EKM-02.5
EKM-03.1
EKM-03.2
EKM-03.3
EKM-04.1
EKM-04.2
EKM-04.3
EKM-04.4
GRM-01.1
GRM-01.2

GRM-02.1
GRM-02.2
GRM-03.1
GRM-04.1
GRM-04..
GRM-05.1
GRM-06.1
GRM-06.2
GRM-06.3
GRM-06.4
GRM-06.5
GRM-07.1
GRM-07..
GRM-08.1
GRM-09.1
GRM-09.2
GRM-10.1
GRM-10.2
GRM-11.1
GRM-11.2
HRS-01.1
HRS-01.2
HRS-02.1
HRS-03.1
HRS-03.2
HRS-04.1
HRS-04.2
HRS-05.1
HRS-06.1
HRS-07.1
HRS-08.1
HRS-08.2
HRS-09.1
HRS-09.2
HRS-09.3
HRS-09.4
HRS-09.5
HRS-09.6
HRS-10.1
HRS-10.2
HRS-10.3
HRS-11.1
HRS-11.2
IAM-01.1
1AM-01.2
1AM-02.1
1AM-02.2
1AM-02.3
1AM-02.4
1AM-02.5
1AM-02.6
1AM-02.7

providers
« Understand threats to critical products and services

« Determine impacts resulting from planned or unplanned
disruptions and how these vary over time

« Establish the maximum tolerable period for disruption

* Establish priorites for recovery
Cetais

Does your organization conduct impact analysis pertaining to
possible disruptions to the cloud service?

TEpUTTTES aTTUproteTuTe: ATUTITaUe avananTe

Policios and procedures shall be established, and | e A i it 3
Policies and procedures shall be established, and O VORI (R IRar Capaniines T SOTCS T Oy
supporting business processes and technical measures O you mave o G0 poTCTes and L X
implemented, for defining and adhering to the retention ~ ["" - Y+ DECRGp O TELOTETy T I
period of any critical asset as per established policies and | Z=E VT TS dCTOTe, TOES yOuT Ciowrsorom X
procedures, as well as applicable legal, satutory, or Tt oS e o yOu prowe e e |y
regulatory compliance obligations. Backup and recovery [PUS YOUT CTUUU SUTITOTTC e ProY X
measures shall be incorporated as part of business i b A P P —T
Policies and procedures shall be established, and T POTICTES aiorproceguTe: rrormen X Processo di progettazione
External business partners shall adhere to the same AT POCES 2t 1O Tenge : TS, Ix
policies and procedures for change management, release, X Non esiste attualmente
Organizations shallfollow a defined quality change control |0 Y00 Ve & GETIT duerty Crierigs ot arart tostrig X
and testing process (e.g., ITIL Service Jwith [© ooy = ? B Row e X
established baselines, testing, and release standards which [~ - " - PO e mpEeEm TeRe e Ix Ticketing, Gitlab issue
focus on system availability, confidentiality, and integrity [0 o0 0T Lo o T Prace TORTSUTE TIET STEMUaTes O Merge request, Hash della
of systems and services. oo oS oo rpréce fo were st TouE X Meree request
e TeCTiafTSTS TP o eTare e X
Policies and procedures shall be established, and VYO TTAVE FOTROR P et A X Hash della release e relativo
Policies and procedures shall be established for managing | C o0 P 0w oe o v : X
the risks associated with applying changes to: DT YUUTIAVE POTCIES Gl provedemes el X Risk assessment 27001
. - - DUy TV AT TITEEStTes T prae To-eTsure-triaT
» Business-critical or customer (tenant)-impacting A : i ¢ N . X
Data and objects containing data shallbe 2seigned 3 o yot OO C AT oy e oy
classification by the data owner based on data type, value, |7 PO YOTPTOVII & CapaDmy YO Ty O T T - X
Policies and procedures shall be established, and X
supporting business processes and technical measures v o T X
Data related to electronic (s that |77 YO PTOVIMS STTMETAREN TS OIS TOTRTIPTEEY X protocollo hitps
traverses public networks shall be approprlalelv classified [70 Vo0 cee OPETTETCTPT A VPN, HTTPS, autenticazione
Policies and procedures shall be established for labeling, | & o oo PO o TEaTETE 1S0 27001
handling, and the security of data and objects which U0 YOUTOTOW & STHctured B STATIATITE g 15T X
contain data. for label inheritance shall be o X
Production data shall not be replicated or used in non- " i X ambienti separati previsti
All data shall be designated with stewardship, with BT e il X 150 27001
Policies and procedures shall be established with Do you Suppomhe <ecure deletion (e ] X
supporting business processes and technical measures | degaussing/cryptographic wiping) of archived and backed-
implemented for the secure disposal and complete up data?
removal of data from all storage media, ensuring data s [camryouprovee s puDTSTTET ToTeRTITg T 150 27001, CAPTOLATIDI
Assets must be classified in terms of business criticalty, | 20 Y0 CaSSIY YOUT SSSES T T O DUSTIESS Cificay; X IAAS
service-level expectations, and operational continuity 7O Rt & RS Hesniey o ir o ot ormces X IAAS
Physical security perimeters (e.g., fences, walls, barriers, Y PETITIEIETS (S5, TEeE, A, Ay X IAAS
Automated equipment identifcation shall be used as a DO TV 3 C Py T U Syt roraToT X IAAS
method of cation. Locati a TSETrESETTETOTT X AR
Authorization must be obtained prior to relocation or i OoTameg """ O TeTOCato b Tram 'E’ o X 1AAS
Policies and procedures shall be established for the secure o X IAAS
Policies and procedures shall be established, and AITYouprovIce EVTeICe T poTCTeS; X IAAS
supporting business processes i for SaTyoee N : X 1AAS
Ingress and egress to secure areas shall be constrained and |/ P>l 2ccess Comuror TV X 1AAS
Ingress and egress points such as service areas and other |- 0 - o 5 —> PUTIS) SUHITERSEIVIEE areas e X IAAS
Physical access to information assets and functions by DU YOUTESTIICT PTIySTedT aeeess to TOTT aSSETS A X 1AAS
Keys must have identifiable owners (binding keys to Cv ey POTICTES BTETTE RSV X
Policies and procedures shall be established for the DO VO S CapapTy 0 dMow CTEatoTroT e X
management of cryptographic keys in the service's T YO v S TRy Ao ST RO ey o X
a (e.g. lifecycle from key Do you maintain key management procedures? X
fonto o andr public key D YO VS GOEGTEeT GITeTSTp T S S O X
infrastructure, cryptographic protocol design and DU YOUaTIZE STy U a7 OpeTr SUUTCETpropTetary X
Policies and procedures shall be established, and T YOUETICTYPE TETare darte ar Teston BET T X
supporting business processes and technical measures O VO e TeTaE ETIC TV PHOTT T PTOTTETT Gl <77 Ve X
for the use of encryption protocols for TOVouTEVE T > o OETTITE your X
Platform and data appropriate encryption (e 8, AES 256) |07 V¥ TV PO AT Gt appropTTe STy promr et
in open/validated formats and standard algorithms shall be[™ = Yo © YD oOT REY DY e CIou X
required. Keys shall not be stored n the cloud (.. at the Do you store encryption keys n the cloud? X
cloud provider in question), but maintained by the cloud [T YO eV SEPa TS REV ITEESTIIEIC ST REY USIEE X
Baseline secarlty requi “hallbe ched for o7 ToiTavE R R
or acquired, i d or Do you have the capablhty to contmuously monitor and
managed, physical or virtual, applications and report the compliance of your infrastructure against your
infrastructure system, and network ents that information security baselines? X
Risk assessments associated with data governance DO YOour o9 TS TSR asSess AR TTO 9000 X
requirements shall be conducted at planned intervalsand _[7° 7 eoTtE T © X
Managers are responsible for maintaining awareness of, | < T0r (oo TeY PUSTESS, ST SAECTT TR X
An Information Security Management Program (ISMP) PO YO PTOVITE TETIaTes Wit TOTTOESETOME. X
shall be d, approved, and DT YUUTEVIEW yO oISy X 150 9001 E 27001
Executive and line management shall take formal action to | 0 © o 0 v o oo T TR TOTTET SOy
Information security policies and procedures shall be (TS T pTOTERaTES TAuE Ty 150 27001
established and made readily available for review by all oo SeCTT “’( PoTeTE oy X
impatted personnel and external business relati wo o g et your proviveTs gt
Information security policies must be authorized by the [~V P U OETTCE O U TgerTee T pATg T youT X
fon's business leadership (or other DT Yo TS W e StaaTs Ceriea M
Aformal disciplinary or sanction policy shall be established [~ - = o (e Ot SETCTOTPOTCY o X Informativa e gestione degli
for employees who have violated security policies and e > X Informativa e gestione degli
Risk assessment results shall include updates to security |~ . " i T X
The organization's business leadership (or other 0 VORTTORIY O TEAT W VR Ters marerr X
accountable business role or function) shall review the __[75 Y00 ot or T 2T STTTAATTEVIEWS T your X
Aligned with the enterprise-wide framework, formal risk | - 2o o CTETET WIS TSIy
assessments shall be performed at least annually or at | 11 MO A TRCE TR
Risks shall be mitigated to an level. oo e S o X
levels based on risk criteria shall be established and T Yo TTaRe avartaiie N Ty X
Upon termination of workforce personnel and/or e T O COTTATT OT SRS T = Ix
expiration of external business relationships, all DOV TEVE SSSerTeTTT e PO Tow as$ets
Pursuant to local laws, regulations, ethics, and contractual |~ > - oo v i
Employment agreements shall incorporate provisions [ PTOVISTONS Maror{y
and/or terms for adherence to information voyou 'PIOYITIGTT AGTECEN(S are Sgriea by X
Roles and biitics for performing e oS T agiETiES T
° or change in orocedunes shall e [P SOV POCEGIES S g et o ey
Policies and procedures shall be established, and e POTCTes ST proceaeTe TTOTTESSTES X
Requirements for non-disclosure or confidentiality e o e e X
Roles and responsibilities of contractors, employees, and |0 To0 P 0w o Lo e W e Tore GETTOTTAOCATET ™ Ty
Policies and p “hallbe ohed, and S ot ave poes ST proveures i ee w v X
supporting business processes and technical measures [P0 Y°T TS il e X
A security awareness training program shall be established "“_*‘,’“ ’"‘”"‘“,“" T T 7 SECTTY X FORMAZIONE
for all contractors,third-party users, and of the [0 VoooP ey TEBSTITE T X
and when iate. All ooyoTaoea o X
individuals with access to organizational data shall receive [® >0 oo o oo tred oT meTaTe X
appropriate awareness training and regular updatesin | < PO TaTew e proviaEdt T X
organizational procedures, processes, and policies relating [ AT U SCEWT TS POpETIY euucatenoTT [y
All personnel shall be made aware of their roles and A persTmeTTOTeoT e e T X
- e perSOTTer O oS es tor X
with e st o o S T
Policies and procedures shall be established to require that |, > aTaTapeoR e TeTeT
workspaces do not have openly visible (e.g., on| s TS PSS ST PTOCETATES W esTe frar X
Accessm and use of, audit tools that interact with the DO VOUTESTICG 08, & ”"”'", ACCESS TOYOUTTTOTEToT Ty
information systems shall be appropriately |75 Yoo oo ano I BTIVIEBES ATt IS8 X
User access policies and procedures shall be i A T
and supporting business processes and technical measures 7 Y00 o PO o> PTOCETUTES ST TEUTIC AT T EaSares T X
implemented, for ensuring appropriate identity, CoyouTEvE P ITES AT TECTITCAT TITEaSUTes TTprace ™ Ty COMPETENZE
entitlement, and access management for all internal U7 YUV PTUTEUUIES ST CETTITICAT ST S T Piacs Ty
corporate and customer (tenant) users with access to data [70 0o C o cote areess P DESETOTTTETATES Ty
and organizationally-owned or managed (physical and D FUUT PUITLIES ST PTOTEUUIES Wi poTars st X
virtual) application interfaces and infrastructure network [P Y78 PrOvIeT 0 ot T speeTrwrT W you X




Identity & Access IAM-03 DAVEERRIN User access to diagnostic and configuration ports shallbe | oo 2oors 00 o POTIS TESTICTS Ty
Identity & Access IAM-04 JAVE 8] Policies and procedures shall be established to store and BoySrardg s storetrenientity hampersomerwmo— o COMPETENZE
JAVE R manage identity information about every person who X COMPETENZE
IAM-05 L\VESE B User access policies and procedures shallbe established, X
Identity & Access 1AM-06 JAVESE] Access to the organi own X
Management [\VE02 2 program, o object source code, o any other form of o T =X
Identity & Access 1AM-07 JAVE 20 The identif and prioritization of risks | o> Tou, conauct mrapany X
Management IAVEWERE posed by business processes requiring third-party access to [ are preventive, detective corrective compensating controls in
Third Party Access the organization's information systems and data shall be |place to mitigate impacts of unauthorized or inappropraite
followed by coordinated application of resources to access? X
Identity & Access X JAVE 8 Policies and procedures are established for permissible oyod TTOW YO BT, GPPTOVE amd BToTee™ Ty
Management 1AM-08.2 storage and access of identities used for authenticationto [~ et or T TEASTPTIVIERS, U0 yOUTave POeIEs Iy
User Access 1AM-08.3 ensure identities are only accessible based on rules of least [~ you "'”f‘ '”,‘”‘“" i OTIY TOTHSETS EXpIeTTY X
Identity & Access IAM-09 JAVEEER Provisioning user access (e.g., employees, contractors, ooy " ProvRIITTITE o x
Management VAR customers (tenants), business partners and/or supplier |20 Yo PrOVAIS UPOIT I TEQU@ST 01 USErS Wi Tegimate X
Identity & Access 1AM-10 JAVE LR User access shall be authorized and revalidated for VIR TEaTE G pETee i
Management [\VE(PE ] entitlement appropriateness, at planned intervals, by the A I gestione incidenti di
User Access Reviews 1AM-10.3 business leadership or other X
DAY= business role orfuncllon supponed by evidence to onrepons WM 1y COMUNICAZIONE AL
Identity & Access 1AM-11 JNVEESE N Timely d isi or of user N e D
Management JXVEEER access to data and organizationally-owned or managed [T 117 1o B oo oo SR TTETEE R TIETIAE X
Identity & Access 1AM-12 JAVEwR ] Internal corporate or customer (tenant) user account T YO SAPPOTE TS O, OT IR e X
Management JNVEPR ] credentials shall be restricted as per the following, ensuring|[ "0 Yoo s CPo St oars W0OE X WS SOAP e REST
User ID Credentials 1AM-12.3 identity, and access DU YOTSappeT eIy T STATTETES TS AN Iy IDENTITY PROVIDER IN
JAVEPEE ] and in accordance with established policies and ©aTOTey e o Capapmy 8 X
JAVEPEI procedures: " rave ey T YT X
1AM-12.6 « Identity trust verification and service- tu service DU YOUPTOVIOE TETTETTES Wit STong T X TOKEN
1AM-12.7 (API) and i DTV oW ST e PATTY TSI @sSuranes Ty LDAP, SSO AZIENDALI
JNVEPE | interoperability (e.g., SSO and Federation) DU OUSUpPUTT PaSSWOTU [Exg T TeguT, 2ge; X
JAVE PRl | * Account credential lifecycle management from U0 YO ATOW (ST CUSIOTITETS {0 Ui password ana |y
TIVEERT) | instantiation through revocation DU YO SO e ST 00T eSS WOr e e T
JAVEPIER | * Account credential and/or identity store minimization o [Z7 You Tave mreet R
1dentity & Access -13 JAVEERE ] Utility programs capable of potentially overriding system, |~ ocoe S Toutimy prograrTs Use tb mariage wuazeT X
Infrastructure & 1V5-01.1 Higher levels of assurance are required for protection, T TR e e X
\Virtualization =L |retention, and lifecycle management of audit logs, S PHYSTCT T TOBTCaT TS JeCesS T T 0B TesTreretr o
Security 1V5-01.3 adhering to applicable legal, statutory, or regulatory " A ETCE AT UUS TIIgETICE Tappg oF X
\Audit Logging / L\ |compliance obligations and providing unique user access [Are auditlogs centrally stored and retained? X
Intrusion Detection IVS-01.5 to detect network TS AU IUBS TEVIEWETT UTT e TEROTAT Dasts 10T SECarmty X
= [The provider shall ensure the integrity of all virtual DO TOg ST STeTC A CTEges Tiiau to Vi T X
17| machine images at al times. Any changes made to virtual [ 200> TS "o T X
[Tl machine images must be logged and an alertraised e CHTgeS TTawe o T s, or moving ora X
15 10| A eliable and mutually agreed upon external time source |20 Y00 e & Yo TONEEd = prowtoneE, W T
IV5-04.1 The availability, quality, and adequate capacity and DU youprofe "“"“""_ )’i”"‘ Tever oT X
(-1 |resources shall be planned, prepared, and measured to ESTICT USE OT T TTETTTOTY OVeTSusCripTioT X
UL | |deliver the required system performance in VSTETITS CapaTTy A
Capacity / Resource IV5-04.4 with legal, statutory, and regt y nce 1> SYSTETITPETTOTITaneET T ST ITOTaRr T X SAR SUI SERVIZI (VM) E
Infrastructure & 1VS-05.1 Implementers shall ensure that the security vulnerability |~ > . FOOTS OT SETVICE: X
Infrastructure & [ |Network environments and virtual instances shall be O o 8, Yo prowh s T X
\Virtualization 7| designed and configured to restrict and monitor traffic [ VO TeBTATTY UPUATE TETWOTR artTi e e ordgrarts X
Security - |between trusted and untrusted connections. These By O Ty TEvTe U appTOpTSteT s T st weT X
Network Security 1V5-06.4 ions shall be reviewed at least annually, and o oorTee b X
1V5-07.1 Each operating system shall be hardened to provide only TTATHETE T proviaE oy e X
[VERCEWI Production and non-production environmentsshall be |7 - Y00 S22 07 T2 UTTETITE, T0 you provioe te X
L |separated to prevent unauthorized access or changes to TOT YU TS TSI W YO POV Tedis wrer X
S assots, of the may [P0 VOB aropySTCaTy Stgregare g
Infrastructure & 1V5-09.1 Multi-tenant organizationally-owned or managed (physical | 1 proTeTETey @ X
|Virtualization 1V5-09.2 and virtual) applications, and infrastructure system and PrOTECTEa Dy aTrewar Ty
Security 1 |network shall be designed, X
'segmentation || deployed, and configured such that povider and customer [ 770 TRV TS Sy T Togreay Segmeriror sfrgpt——Ty
1V5-09.5 (tenant) user access is ted from T SYSTETIT AT TIETwOTR | A
Infrastructure & = =0 [secured and encrypted communication channels shallbe |/ oo oo oo oo o TP T CITER e
= |used when migrating physical servers, applications, or data |70 Y 0 ot o Lo SeB e el TONTPTOUACTOTIEVEr Ty
=L [Accesstoall hypervisor management functions or O VO TESTIET PETSOTIIET ateess T am v . X
1V5-12.1 Policies and procedures shall be established, and T PUTCIES AT pTOTERETES © o X
|Virtualization V5-12.2 supporting business processes and technical measures AT poTeTes @ o X
Security IV5-12.3 to protect wireless network environments, |7 PO @1 ProvETaEs & e X
Infrastructure & = [VEEERRN Network architecture diagrams shallclearly identify high. _|CoYo0 TS ™or BT TS CTEATIY TORTToTy e X
IV5-13.2 risk environments and data flows that may have legal 'f“ Yf’“ o N ! TEaSaTES 9t X
1PY-01.1 The provider shall use open and published APIs to ensure |- .7 0 Pooror @ o0 O aIATTS aveaoT X
Interoperability & - IPY-02.1 | All structured and unstructured data shall be available to | o o oo oo coooe S eve X PDF, XLS, CSV.
Interoperability & 1PY-03 IPY-03.1 Policies, procedures, and mutually-agreed upon provisions | = ¢ PO e poncres did procea © X
Portability IPY-03.2 and/or terms shall be established to satisfy customer T USITIE VITEUET TITESTHE T, U0 you anow virarid X
Policy & Legal IPY-03.3 (tenant) irements for service-to-service application  [70 Y00 POV ae POTCTES @I PTOTETUTES TIE: SETVICETEVEr Ty
Interoperability & 1PY-04 IPY-04.1 __|The provider shall use secure (e.g., non-clear text and 1> S TTIPOTS Wate ERpOTy anServiee =X
Portability 1PY-04.2 authenticated) standardized network prolocols for the P youpTOvIaE TTETS TEETaTes Wi T X
Interoperability & IPY-05 IPY-05.1 __|The provider shall use an industry ion |77 YT TREAT yTEOBTeET premeT Iy
Portability IPY-05.2__|platform and standard virtualization formats [e g, OVF) to [ OSTE Vi Tasractare; are et B e X
Virtualization IPY-05.3 help ensure i and shall have T ot v GorueTeT T = ey X
[ Anti-malware awareness training, specific to mobile DO OT provIIe anTTafware tramg Spece T oD X
[ A documented list of approved application stores has been [ 7~ Y™ " Et ST IIATE SVSTARIE 1S5 9T appTOVER X
[ The company shall have a documented policy prohibiting |~ ' oo e @ POy CAPEDTIY (e ARCTITET X
| The BYOD policy and supporting awareness training clearly |~ o 7o o o5 POy oo @ amn e CIEATY St X
[ The provider shall have a documented mobile device TTODTE TEvIeE POy T X
| ‘All cloud-based services used by the company's mobile |77 Y0 e @ U HTeTE T T O pre-apprdver e X
[ The company shall have a documented application i HoTPToce X
[ The BYOD policy shall define the device and eligibility X
[ An inventory of all mobile devices used to store and access X
[ A centralized, mobile device management solution shall be X
[ The mobile device policy shall require the use of N CRITTOGRAFATO
‘ The mobile device policy shall prohibit the ci U yUu THUT Tevice ptiey Bt e X
of built-in security controls on mobile devices (e.g., POySiriTave veteTTve artrpre; oo O X
‘ The BYOD policy includes clarifying language for the O VORT BTITPUTEY SIS SR TS S anoor X
expectation of privacy, requirements for litigation, e- X
[ BYOD and/or company owned devices are configured to X
[ Changes to mobile device operating systems, patch levels, X
Password policies, applicable to mobile devices, shall be X
documented and enforced through technical controls on X
all company devices or devices approved for BYOD usage, X
The mobile device policy shall require the BYOD user to X
perform backups of data, prohibit the usage of f © rTede = X
unapproved application stores, and require the use of anti-[7= YO0 1oV e @ POCY et TEGUITES PTILTOSETS IO USE ATt X
‘ Al mobile devices permitted for use through the company |- -y oo 1 PO et TTpoTatE e R X
BYOD program or a company-assigned mobile device shall ) X
‘ Mobile devices connecting to corporate networks or oo X
storing and accessing company information shall allow for [7° Yoo oo " e m X
‘ The BYOD policy shall clarify the systems and servers S YO BTOT POTEY CIATY e SySTE S SeEs X
allowed for use or access on a BYOD-enabled device. e X
[Security Incident X SEF-01.1 Points of contact for applicable regulation authorities, CoTRaT o X
Security Incident X S22kt | Policies and procedures shall be established, and Do you have a documented. secunty incident response plan?[X
Management, E- SEF-02.2 supporting business processes and technical measures D7 YIUTICERTATE CUSTUTIIEST TRt TEqUITETTIETIe Mo youT X
Discovery, & Cloud SEF-02.3 implemented, to triage security-related events and ensure |~~ ’_‘f“_"“‘”f TTaToTEs and X
Forensics =z timely and thorough incident as per TV YU TS e YU ST WIS TESpOTE T X
Security Incident . S 0:ik | Workforce personnel and external business |FATE WOTKTOTCE PETSOTITIer arTay BXeTnar DusSness Te@uonsm X
g_"masemf:v;- . SEF-03.2 shall be informed of their responsibility and, if required, {10\, have predefined communication channels for
iscovery, & Clou
incident Reporting Information securiy events shall be reported through report ncentsin  imely manner adhering to applicable
e jeported throueh  [teeal statutory, or regulatory comliance obligations? M
Security Incident X S22 LC | Proper forensic procedures including chain of custody, are |72 T TTETUETETESpoTSe ""’”,“_’”"’l’ TSty X
Management, E- SEF-04.2 required for the presentation of evidence to support X
Discovery, & Cloud SEF-04.3 potential legal action subject to the relevant jurisdiction b - X
Forensics SEF-04.4 after an information security incident. Upon notification, [77 V7™ =TT i e N TETX
Security Incident X T2 BN Mechanisms shall be put in place to monitor and quantify |22 00 T T 21 AUy e TP, vorames X
Management, E- SEF-05.2 the types, volumes, and costs of information security YO STTE Stavetear N X
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S/ TR Providers shall inspect, account for, and work with their AR ey ST X
SR cloud supply-chain partners to correct data quality errors [0 V0 o e D D
S1SE T [ The provider shall make security incident information o ygsene ey A
SUNERE [ Business-critical or customer (tenant) impacting (physical |00 o oPe Ty oo voe GatTTOT ATTTETEVATe X
STA-03.2 and virtual) application and system-system interface (API)
designs and configurations, and infrastructure network and
systems components, shall be designed, developed, and | DO YU provide tenants with capacity planning and use
et deployed in accordance with mutually agreed-upon service| "€POTts?
Services and capacity-level expectations, as well as IT governance M
SR [ The provider shall perform annual internal assessments of |0 70 Poror e e et o o X
575 supply chain agreements (e.g., SLAS) between providers |- ¥ o o o Do ee IOV T X
SN5E | and customers (tenants) shall incorporate at least the they are in compliance with applicable legislation? X
Sk | following mutually-agreed upon provisions and/or terms: | Does legal counsel review all third-party agreements? X
STA-05.4 « Scope of business relationship and services offered (e.g., |77 L0 Po Y @B CeTTETTTS TCTIUE PTOVISTOTTTOT T SECUTTTY 3 1AAS
s 57255k | customer (tenant) data acquisition, exchange and usage, |0 YU TS e CePUTITY TOTECOVET Uata TOT 3 ST X
57 |feature sets and functionality, personnel and infrastructure [P YU Tave e CaPAUITY T TESTITCC ITE STOTaBE 0T X
S50 | network and systems components for service delivery and [ Vo1 Proviae e prysiaT ot T SToTaET X
Sl 5 | support, roles and responsibilities of provider and AT YO PTOVIOE e prISTeaTT OTSTOTaEE X
535l | customer (tenant) and any subcontracted or outsourced [0 Yo erow e o ueT ST BETETaPT X
510 | business relationships, physical geographical location of [T SYSTETTTS T PTaTe TG TOTIOT TOT Privacy DFedees ama X
S0tk | hosted services, and any known regulatory compliance [P YIU AU e U DT SuT o Travig T X
PEAPSOUIN - onsiderations) UU O oI T e TS T e o X
Supply Chain 57203 Providers shall review the risk management and T YIRTEE e Ten X
Sr.corit | Policies and procedures shall be i toensure | oo o X
STA-07.2 the consistent review of service agreements (e.g., SLAs) [0 Yoo oo e X
STA-07.3 between providers and customers (tenants) across the ATTYOUTTETEEE X
STA-07.4 relevant supply chain (upstream/downstream). Reviews. "~ = e CTEPOTITE [y
Supply Chain Metrics 7o | shall be performed at least annually and identify non- DO YO A ST U Das e O IaToT SECUTey Tt X
ST t© : The reviews e X
S0k | should result in actions to address service-level conflicts or |77 YO U Ue TTTRTIGEETIETT PUTCIES AT prOCETUTES auuTe: X
Skl inconsistencies resulting from disparate supplier Do you review all service level agreements at least annually? _|X 150 9001/27001
Supply Chain SN Providers shall assure reasonable information security D0 yOU @SS UTE TEasOTaDTE TTOTTtOTT SECUTTLY aeross your—y
Management, STA-08.2 across their information supply chain by performing an T YU G TEVIEW T et par ey
Supply Chain 5700l Third-party service providers shall U0 VOU TaTaaTe anmar mrormaton SECUrty Teviews and X
Management, STA-09.2 pliance with information security and T YO TTVE RIS T pATey > X
[Threat and 10 vit[Policies and procedures shall be established, and DU YOUTIAVE aTTrTeTware Prograrms et Supportor X
Vulnerability UL JEE | supporting business processes and technical measures [0 o e e o ovstems using
Management implemented, to prevent the execution of malware on N lists, or behavioral patterns are updated across
\Antivirus / Malicious organizationally-owned or managed user end-point S'ﬁ'.‘al"res’ . P are upca
Software devices (L., issued workstations, laptops, and mobile allinfrastructure components as prescribed by industry best
devices) and IT infrastructure network and sustem: practices? X
Threat and 2012 | Policies and procedures shall be i and DO YOTEOTIIACT TETWOTKTAVET VAT GOy SCaTs TEgUrary Ty
S0\ ri) | supporting processes and technical measures 7 YIU COTIIAET apPICatioTIIayEn vE Seans X
WL |implemented, for timely detection of within [P0 YO COTTIACT TOCATOPETETTE 575t v Taem X
Vet TR vl owned or managed ey TS ST ava TR T X
TVM-02.5 infrastructure network and system (e-g., VOUTHEVE & Capapmty to pareT ATOSS Aoty
1 Loro | network vulnerability assessment, penetration testing) to
ensure the efficiency of implemented security controls. A
risk-based model for prioritizing remediation of identified | po you inform customers (tenant) of policies and procedures
vulnerabilities shall be used. Changes shall be managed | and identified weaknesses if customer (tenant) data is used as
through a change management process for all vendor- | part the service and/or customer (tenant) has some shared
supplied patches, configuration changes, or changes to the [responsibility over implementation of control?
organization's internally developed software. Upon
request, the provider informs customer (tenant) of policies X
Threat and .1\ -_|Policies and procedures shall be established, and > TTTODTE COTE auioTzeT veroreTTs e X
|\L0 | supporting business processes and technical measures
implemented, to prevent the execution of unauthorized
Mabie Code mobile code, defined as software transferred between ) ’ )
Svetems over a rusted or untrusted network and executed |/* 21 Unauthorized mobile code prevented from executing?
on a local system without explicit installation or execution
by the recipient, on organizationally-owned or managed X
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