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CONSENSUS ASSESSMENTS
INITIATIVE QUESTIONNAIRE v3.1

Consensus Assessment Questions

Consensus Assessment Answers

Yes

No

Not Applicable

Application & J\S0F B Applications and programming interfaces (APIs) shall be | Do you use industry standards (i.e. OWASP Software X
Interface Security designed, developed, deployed, and tested in accordance | Assurance Maturity Model, ISO 27034) to build in security
|Application Security with leading industry standards (e.g., OWASP for web for vour Svstems/Software D Lifecvcle (SDLC)?
SRR applications) and adhere to applicable legal, statutory, of - | po you use an automated source code analysis tool to X code quality tool su apposito
regulatory compliance obligations. detect security defects in code prior to production? docker
AlS-01.3 Do you use manual source-code analysis to detect security X Merge request su GitLab
defects in code prior to production?
AlS-01.4 Do you verify that all of your software suppliers adhereto X
industry standards for Systems/Software Development
Lifecvcle (SDLC) securitv?
AIS-01.5 (Saas only) Do you review your applications for security X
vulnerabilties and address any issues prior to deployment
to ion?
Application & AlS-02.1 Prior to granting customers access to data, assets, and Are all identified security, contractual, and regulatory X
Interface Security information systems, identified security, contractual, and | requirements for customer access contractually addressed
Customer Access regulatory requirements for customer access shall be and remediated prior to granting customers access to data,
Requirements addressed. assets. and information svstems?
AlS-02.2 Are all requirements and trust levels for customers’ access |X
defined and H
Application & AlS-03.1 Data input and output integrity routines (i.e., reconciliation | Does your data management policies and procedures X
Interface Security and edit checks) shall be i for licati reauire audits to verifv data inout and outout integritv
Data Integrity AlS-03.2 interfaces and databases to prevent manual or systematic |A® data input and output integrity routines (i.e. MDS/SHA
processing errors, corruption of data, or misuse. i forapplication interfaces and
databases to prevent manual or systematic processing
errors or corruotion of data?
Application & SRR Policies and procedures shall be established and X
Interface Security maintained in support of data security to include Is your Data Security Architecture designed using an
identiality, integrity, and availability) across multiple |industry standard (e.g., CDSA, MULITSAFE, CSA Trusted
system interfaces, jurisdictions, and business functions to ~|Cloud Architectural Standard, FedRAMP, CAESARS)?
Audit plans shall be developed and maintained to address |1y, v, qevelop and maintain an agreed upon audi plan (e.g.
business process disruptions. Auditing plans shall focus on |scope, objective, frequency, resources,etc.) for reviewing the
reviewing the effectiveness of the implementation of efficiency and effectiveness of implemented security controls?
security operations. All audit activities must be agreed X
upon prior to executing any audits.
Does your audit program take into account effectiveness of
implementation of security operations?
Independent reviews and assessments shall be performed | Do you allow tenants to view your SOC2/ISO 27001 or X
at least annually to ensure that the ization addresses |similar third-party audit or certification reports?
nonconformities of established policies, standards, Do you conduct network penetration tests of your cloud X VA/PT 2019 - Revalidation
procedures, and compliance obligations. service infrastructure at least annually? 2020
Do you conduct application penetration tests of your cloud |x VA/PT 2019 - Revalidation
infrastructure regularly as prescribed by industry best 2020
oractices and euidance?
Do you conduct internal audits at least annually? X controll
Do you conduct independent audits at least annually? X pianificazione controlli
[FTe e TeSuTes O e peeraroT et avaevre o termarre documentazione tecnica
T eSS G e T o e SR e T aaTes v documentazione tecnica
Organizations shall create and maintain a control COVoTTETe S pTORTEIT TR CE e e e T I
[ BRI A consistent unified framework for business continuity Does your organization have a plan or framework for business |X Service Provider
planning and plan shall be continuity or disaster recover n
SRR ocumented, and adopted to ensure all business continuity| 2 ¥oU have more than one provider for each service you
B AR 3 depend on?
BCROL3 plans are consistent in addressing priorities for testing, - - — X
Business Continuity i and i security Do you provide a disaster recovery capability?
Planning BCR-01.4 Requirements for business continuity plans include the Do you monitor service continuity with upstream providers [x
following: in the event of orovider failure?
IR « Defined purpose and scope, aligned with relevant Do you provide access to operational redundancy reports, |x
dependencies includine the services vou relv on?
BCR-01.6  Accessible to and understood by those who will use Do you provide a tenant-triggered failover option? X
BCRO17 ) ) documentazione tecnica
« Owned by a named person(s) who is responsible for )
their review, update, and approval Do you share your business continuity and redundancy interna
« Defined lines of communication, roles, and plans with your tenants?
Business Continuity 1620 I Business continuity and security incident response plans |/ Do oy CoT Y prarts SUPTECTTOTTESTITE T PraTed 5
Business Continuity 100 % I Data center utilities services and environmental conditions | Joos, Yoo OrganZauon SGnere o any e o Ix Service Provider
CIOSERR (e.g., water, power, temperature and humidity controls, X
ications, and internet ivity) shall be
secured, monitored, maintained, and tested for continual ~|Has your organization implemented environmental controls, fail:
effectiveness at planned intervals to ensure protecti over isms or other fes to secure utiity
M ] ) senvices and mitigate environmental conditions?
Telecommunications from unauthorized interception or damage, and designed
with automated fail-over or other redundancies in the
|Business Continuity :(e 20 Information system documentation (e.g., admi e TeystET =8 S solo a persone qualificate,
[Business Continuity 1625 B Physical protection against damage from natural causes | br Voo o s o P @ e € TR X IAAS
Business Continuity @R UF ] To reduce the risks from environmental threats, hazards, |5 @ o Voo po o o Do T Peees e TAVE e
Business Continuity LS Policies and p shall be O YOu TV aoTImeTed por oo e X 1AAS
Management & -8 %022 | supporting business processes and technical measures ‘D0 YOU Tiave am Equipment ana qaacener X 1AAS
|Business Continuity {085 ] Protection measures shall be put into place to reactto |~ . T e i X 1AAS
Business Continuity CIGSERE There shall be a defined and documented method for
Management & determining the impact of any disruption to the
Operational organization (cloud provider, cloud consumer) that must | D0 You use industry standards and frameworks to determine
Resilience incorporate the following: the impact of any disruption to your organization (.e. critcality
of services and recovery priorities, disruption tolerance, RPO
Impact Analysis « Identify critical products and services and RTO etc) ?
« Identify all dependencies, including processes,
applications, business partners, and third party service
BCR-09.2 providers
« Understand threats to critical products and services
« Determine impacts resulting from planned or unplanned | pogg your organization conduct impact analysis pertaining to
disruptions and how these vary over time possible disruptions to the cloud service?
« Establish the maximum tolerable period for disruption
« Establish priorities for recovery
Cesnblicn ioan ok . .
Business Continuity CIG ST Policies and procedures shall be established, and e PITIE an proTeaere S I
Business Continuity L= Ll Policies and procedures shall be established, and DU YOUTIAVE e R
Management & [:[e; 5kl supporting business processes and technical measures. oyou WU POTCIES aru procequres
Operational BCR-11.3 implemented, for defining and adhering to the retention SO DATRUP O TECOVETY “x
Resilience LIGSE ] period of any critical asset as per established policies and ST HCTATE; GUES O CIoug SO X
Retention Policy BCR-11.5 procedures, as well as applicable legal, statutory, or X
CId kN regulatory compliance obligations. Backup and recovery |77 YO crom SUTaTOTT TeTToY X
C10. 5 el measures shall be incorporated as part of business DU YO TESTYUUr DatRup OT T Pianificazione dei controlli-
Change control & et Policies and procedures shall be established, and X Processo di progettazione
Change Control & {867 External business partners shall adhere to the same X
Configuration CCC-02.2 policies and procedures for change release, |~ R Non esiste attualmente
Change Control & [€8e10: 1 Organizations shall follow a defined quality change control |0 You Nave & dermed qu ror ana esng X
Configuration [eeenictzl | and testing process (e.g., ITIL Service P s SIS W EET e
Management [§6e10k =1 established baselines, testing, and release standards which [ - " C Poro e aro PO > TTPECE T TR AT X Ticketing, Gitlab issue
Quality Testing [deeni=1b ] focus on system availability, confidentiality, and integrity |77 Y00 or s Lo O T PIALE TUETSUTE TIETSIEUGTES O Ty Merge request, Hash della
T of systems and services. DO eV tomrors frprdce o oerectsotree Toud M Merge request
o FreeTiat i
change Control & {6 ii T Policies and procedures shall be established, and O YO TV COTIErOT T Preve S TES et amarmomeor 7ie Ty Hash della release e relativo
Change Control & (dee= 050 Policies and procedures shall be established for managing |~ oo P v o oo vt AT TEseTE
Configuration [dee= 15370 the risks associated with applying changes to: DU YOUTIAVE POTCTES @ procenT o X Risk assessment 27001
Management €CC-05.3  Business-critical or customer (tenant)-impacting T YOUTIAVE TERTITIICAT TTIEasTES T PIave T ereure et X
Data Security & ERFEIIN Data and objects containing data shall be assigned a OO O PTOVIOE & CApROTTy T Ty Gere anarveer Ty
Information DSI-01.2 sification by the data owner based on data type, value, |77 Yoo Prov o o CEAPEURTY TOTARTINIY Gata ane TeTewers X
Data Security & DSI-02.1 Policies and procedures shall be established, and v ” T T o X
Information DSI-02.2 supporting business processes and technical measures T AT HUES T TTBTarE ey X
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1AM-02.4
1AM-02.5
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Data related to electronic (s that [77 YO PTOVIMS STETMETAREN TS OO/ TOTRTIPTEEY X protocollo hitps
traverses public networks shall be approprlalelv classified [70 Vo0 cee OPETTETCTPT A VPN, HTTPS, autenticazione
Policies and procedures shall be established for labeling, | & o oo PO o TEaTETE 1S0 27001
handling, and the security of data and objects which U0 YOUTOTOW & STHctured B ST e8P X
contain data. for label inheritance shallbe  [™1= "o AT TSR ToT X
Production data shall not be replicated or used innon- |/~ "j’ © PTOCEITES T P e W eTsare T bl 73 ambienti separati previsti
All data shall be designated with stewardship, with i STegaTdig v St e X 150 27001
Policies and procedures shall be established with Do you support the secure deletion (e e, X
supporting business processes and technical measures | qegaussing/cryptographic wiping) of archived and backed-
implemented for the secure disposal and complete up data?
removal of data from all storage media, ensuring data s [camryouprovee s puDTSTTET ToTexTmg e 5027001
Assets must be classified in terms of business criticalty, | 20 Y00 CaSSIY YOUT SSSES T T O DUSTIESS Cificay; X IAAS
service-level expectations, and operational continuity X IAAS
Physical security perimeters (e.g., fences, walls, barriers, A X IAAS
Automated equipment identifcation shall be used as a DO TV F Py T T SysenT roraToT X IAAS
method of cation. Locati TSETrESETTETOTT X AR
Authorization must be obtained prior to relocation or L o ‘f"‘a'"e“ prior o '?'fa"m ortram 'E’ o X 1AAS
Policies and procedures shall be established for the secure |~ - oo oo S YO EEE X 1AAS
Policies and procedures shall be established, and YO POV SvTeT e T poTTesy i X IAAS
supporting business processes i for TS PG ST e ot PSS e X AR
Ingress and egress to secure areas shall be constrained and |/ 1¢ PTVSa 4CCESE T Eg-TTT X IAAS
Ingress and egress points such as service areas and other |/~ "8 S50 S SETESS BT, SUE X IAAS
Physical access to information assets and functions by oyod ", et priysTCaTateess X 1AAS
Keys must have identifiable owners (binding keys to AR X
Policies and procedures shall be established for the DOVOLTTET S ST apapTy 0 aMow CTEatoTroT e X
management of cryptographic keys in the service's R A A A X
a (e.g. lifecycle from key Do you maintain key management procedures? X
fonto o andr public key D YO VS GOEOTIEeT GITeTSTp T ST S O X
infrastructure, cryptographic protocol design and DU YOUaTIZE STy U e (7 OpeT SUUTCETpropretary X
Policies and procedures shall be established, and T YOUETICTYPE TETare darte ar Teston BET T X
supporting business processes and technical measures PO TEVE IR STy IO T0 PrOTECT GaTr e vTewar X
for the use of encryption protocols for oy ! s att g youT X
Platform and data appropriate encryption (e 8, AES 256) |00 VT TV PO AT Gt appropTiTe erorypromr et
in open/validated formats and standard algorithms shall be[™ = Yo © YD oOT REY Y TECIou X
required. Keys shall not be stored in the cloud (i.e. at the Do you store encryption keys in the cloud? X
cloud provider in question), but maintained by the cloud |7 TO% VS SEPT S REY THTGETEIT i Ry USG5 X
Baseline secarlty requi “hallbe ched for o7 ToiTave R R
or acquired, izati d or Do you have the capab ity to contmuously monitor and
managed, physical or virtual, applications and report the compliance of your infrastructure against your
infrastructure system, and network ents that information security baselines? X
Risk assessments associated with data governance DO your oS TSR ESSESS AR TTO 9000 X
requirements shall be conducted at planned intervals and e X
Managers are responsible for maintaining awareness of, o DRIy AT Srevare X
An Information Security Management Program (ISMP) X
shall be d, approved, and v TaToTr e bl X 150 9001 E 27001
Executive and line management shall take formal action to | - JETTTETIT TERE TOTTEr actom Ty
Information security policies and procedures shall be v ST PUTICTES @i pTocenures Taus ]y 150 27001
established and made readily available for review by all T ToTTaToTTSeeaT “’( POTICTES aUoTeedr oy T~ X
impacted personnel and external business DO VOUTIEVE ST et your proviveTs duieTe Ty
Information security policies must be authorized by the [~V P U OETTCE O U TgerCe TP T youT X
fon's business leadership (or other oo StaaTS CeiTea M
'Aformal disciplinary or sanction policy shall be established ey O SATCHOTTPOTCY SSTEeTe e ToT X Informativa e gestione degli
for employees who have violated security policies and b TS ST o7 AT S OTy M e AR X Informativa e gestione degli
Risk assessment results shall include updates to security : TETTE TESHTES TTCTIOE TpUartes T Serary X
The erganization's business leadership (or other DO oty Y ST TeTaTTT T YO TR THaTeTTaT X
accountable business role or function) shall review the [0 YOT PETTOTIT: IO, aTar reviws wo-your X
Aligned with the enterprise-wide framework, formal risk e T T I ST X
assessments shall be performed at least annually or at | 1% TeTO0GH T MMpcrassgciatecrwmarmiérerreame—,
Risks shall be mitigated to an level. oo e S o PTOBTATTIT Ty
levels based on risk criteria shall be established and D yOU AR avertaie T orvom X
Upon termination of workforce personnel and/or e T O COTRTATTOT DRTIESS TSI, AT |y
expiration of external business relationships, all DOV Ve SSSerTeTTT e UITTTE TOWSSSER Ty
Pursuant to local laws, regulations, ethics, and contractual | ™~ > - oo 2 > anEgTTEETIEr Ty
Employment agreements shall incorporate provisions [ PTOVISTONS Marory
and/or terms for adherence to I information o e are signea vy X
Roles and ibilities for performing " POTCIES, PTots X
or change in orocedunes shall e [P SOV POCEOGTES e e X
Policies and procedures shall be established, and P POTCTES dTu proceTTe: TTOTTESSTES X
Requirements for non-disclosure or confidentiality et T T A rCOST e X
preme DO provIuE teTianTs Wit a T treni o o e
Roles and responsibilities of contractors, employees, and o T x
Policies and p “hallbe ohed, and S ot ave poes ST proveures i ee w v X
supporting business processes and technical measures [P0 Y°T 7= il TOT BT IS X
A security awareness training program shall be established "“_*‘,’“ profE e ToTEn T 7 ST X FORMAZIONE
for all contractors,third-party users, and of the [70 Voo spPeCTeeTy TATTYOUTY COTCBSTITE TR )
nd when ate. Al oo ST oy ot X
individuals with access to organizational data shall receive [® >0 oo o oo tred oT e X
appropriate awareness training and regular updatesin | < PO TaTew e proviEdt T X
organizational procedures, processes, and policies relating [ AT U SEEWT TS POpETIY euucaten o [y
All personnel shall be made aware of their roles and A peTsTmeTTOTeToT e = e T X
p repersoTTerTOTTTET O e T
responsibilities for: Perso T - " X
s and ance with A ST T O e TS X
Policies and procedures shall be established to require that |, - - TTITEpToR o X
workspaces do not have openly visible (e.g, on| < TS PO ST prOTE T W s i X
Access to, and use of, audit tools that interact with the Covod sty fog; ama ”"”""f" e i YOUrTTOTIEToT Ty
information systems shall be appropriately |75 Yoo o o an IB BTIVIEEE ATEESS IS8 X
User access policies and procedures shall be i A T
and supporting business processes and technical measures 7 Yoo o PO o> PTOCETUTES ST TEUTIC AT T EaSares T X
implemented, for ensuring appropriate identity, CoyouTEvE P ITES AT TECTITCAT TITEaSTTes TTprace ™ Ty COMPETENZE
entitlement, and access management for all internal U0 YOIV PTUTEUNIES ST CECTTICAT HEaSar ST Piace Ty
corporate and customer (tenant) users with access to data |7 Y00 o0 L Ue e dCCESSTE OTIS DESETOTTTTE IS Ty
and organizationally-owned or managed (physicaland [P 70U PUTies ariu pIOTSTUISS WeUT pUTate SeCUiTy X
\irtual) application interfaces and infrastructure network [P YUY POV Tietics o havs ane'spéemrwwricrryow X
User access to diagnostic and configuration ports shallbe |1 “ou' oo o POTIS TESTICTET [y
Policies and procedures shall be established to store and | 20 Y00 8¢ i Store {re ertny G ampersommrerwro Ty COMPETENZE
manage identity information about every person who ¥ X COMPETENZE
User access pol\cles and procedures shall be estabhshed o oW yow X
Access to the P e oo T o e sy
program, or object source code, or any other form of T PTACE T PTEvETTE o T x
The and prioritization of risks e X
posed by business processes requiring third-party access o are preventive, detective corrective compensating controls in
the organization's information systems and data shall be |place to mitigate impacts of unauthorized or inappropraite
followed by coordinated application of resources to access? X
Policies and procedures are established for permissible |0 V00 Cooo e 10w YOUBTATTG @pPTOVE aTIeToTee™ 3
storage and access of identities used for authenticationto [ - o L o O et PTIVIEES, TT YO TEVE PO Ty
ensure identities are only accessible based on rules of least [70 V0 e s TePTcaTOTTOTY TOTUSETS EXPICTY Ty
Provisioning user access (e.g., employees, contractors, |0 PrOvE T x
customers (tenants), business partners and/or supplier |20 Y00 PTOVIE UPOIT e TeUST OF USES W regmimates X
User access shall be authorized and revalidated for Sty et s P a e E e
enntlemem appropriateness, at planned intervals, by the o vou comeTTevTice M T fat e poTcy e X gestione incidenti di
ion's business leadership or other follow user access polcies? X
business role or function supported by evidence to [V YOU STIaTe USET SMuerTent and Termearalion Tepors Wiy COMUNICAZIONE AL
Timely de-provi or modification) of user i T e Or ST
access to data and organizationally-owned or managed [ 27 o Be T e @eees STATOS TTETIAET EO TETORE. X
Internal corporate or customer (tenant) user account T YO SAPPOTE TS O, OT IRt e X
credentials shall be restricted as per the following, ensuring|[ == Voo o0 DPo Sraroars T UEERATE X WS SOAP e REST
appropriate identity, entitlement, and access management [7* yoU SappoTT Ty SEaTaTES EEy AN Ty SPID, LDAP Aziendale
and in accordance with established policies and v faved oty TOTCRTETTE PO Eapaoy T8 X
procedures: 55 ave dir oy e sy e X
« Identity trust verification and service-t to- service DU YOUPTOVIOE TETTETTES Wit STong T X TOKEN OTP
) (APY andi Do T e o e ey TSy assarae [DAP, 550 AZIENDAL]
interoperability (e.g., S5O and Federation) DU YO ST PSSO g T e g X
« Account credential lifecycle management from D0 YO ATOW (ST CUSTOTITETS (0 Ui password ana |y
instantiation through revocation DU YO STPPUTC eSS T o eSS wor e e wpoT
« Account credential and/or identity store minimization or [T VoTTave TrETT PTACE TOT UTIUCRIT accoumts—




Identity & Access IAM-13.1 Utility programs capable of potentially overriding system, X
Infrastructure & 1VS-01.1 Higher levels of assurance are required for protection, orraEEeeT X
1V5-01.2 retention, and lifecycle management of audit logs, BCaT TS aiTESS 10 ST g TeS T W[
1VS-01.3 adhering to applicable legal, statutory, or regulatory T YO PTOVIOE EVIORTICS e (e ST eTTee TTappire oF X
|Audit Logging / 1701 | compliance obligations and providing unique user access |Are audit logs centrally stored and retained? X
Intrusion Detection IVS5-01.5 accountability to detect potentially suspicious network [ @00 TOBS TEVIEWET OTT o TERUTAT DasTs TOT SECUTTTY X
Infrastructure & =0 |The provider shall ensure the integrity of all virtual T yowR et er TS TS ST vTTAT e e X
|Virtualization 1V5-02.2 machine images at all times. Any changes made to virtual [~ 0o oo ew e X
Security 1V5-02.3 machine images must be logged and an alert raised TS CTIATIEES TauE X
[Infrastructure & 1VS-03.1 A reliable and mutually agreed upon external time source |00 oo o i X
Infrastructure & = |The availability, quality, and adequate capacity and P YOUpTOVIaE ot BT X
|Virtualization 1V5-04.2 resources shall be planned, prepared, and measuredto |20 Vo0 oL oee O e TIETTOTY OV X
Security L1 || deliver the required system performance in accordance [77= 77 ST ST TS - X
Capacity / Resource IV5-04.4 with legal, statutory, and regt y 15 SYSTETITPETTOTIETee™T T TATETITOTART T Ty SAR SUI SERVIZI (VM) E
[Infrastructure & - |implementers shall ensure that the security vulnerability |~ - " Lo I X
Infrastructure & - | Network environments and virtual instances shall be TOT YO TS OTfeTTE) o Yo provite chs > X
Virtualization 1| designed and configured to restrict and monitor traffic |70 YO0 TEUeTY UPURTE eTROTR aTéTmTeCTiTe wrégranTs X
Security 1V5-06.3 between trusted and untrusted connections. These Do yoTTERTaTY f"’f“w o o e oWt X
Network Security 1V5-06.4 shall be reviewed at least annually, and SCUESY OO VTG W X
(Infrastructure & L/ [Each operating system shall be hardened to provide only VSIS TIETUETIE T prOvIoe oy e’ X
Infrastructure & 1v5-08.1 and i shallbe | o Yoo See> OT RS OTISTIE, U VORPTOVIOE SENATE W [y
\Virtualization UL separated to prevent t unauthorized access or changes to |7 YO0 %A OTTETIE, 7 you povioe temdrs wrr X
Security 1V5-08.3 assets. of the envi may [P7YIUTOBICATIY @TTTPTIYSTCAT SEBTERATE provuuttoand Iy
Infrastructure & 150 | Multi-tenant organizationally-owned or managed (physical | - < > e oo MewwoTK T PrOTETTEEY X
1V5-09.2 and virtual) applications, and infrastructure system and |/~ C oyoemanar ”"’“"‘"‘f pyammewar Ty
1V5-09.3 network shall be designed, you X
|Segmentation |1 |deployed, and configured such that provider and customer X
-o - |(tenant) user access is from ‘ ? © X
Infrastructure & 1V5-10.1 Secured and encrypted communication channels shall be |/ oo oo oo oo Y PEEt T X
|Virtualization 1V5-10.2 used when migrating physical servers, applications, or data ot yourtse d e rom X
[infrastructure & V5111 i YU e T PO ateess i Ay ) X
Infrastructure & - [Policies and procedures shall be T poTCTES AT pres : o X
IV5-12.2 supportlng business processes and technical measures TS PUTCIES @ pTOTEnures ¢ orana X
IVs-12.3 to protect wireless network environments, [ PO oo = b X
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STA-08.1

DU youassure

Providers shall assure reasonable information security

Do you revleN all service IeVE| Sqreemen's at Ieasl annually?
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Management,

STA-08.2
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STA-09.1
STA-09.2

Supply Chain
Management,

TVM-01.1
TVM-01.2

Management
\Antivirus / Malicious
Software

Threat and TVM-02.1

Vulnerability
Management

TVM-02.2
TVM-02.3

Vulnerabilty / Patch TVM-02.4

Management

TVM-02.5
TVM-02.6

across their information supply chain by performing an Y e que TP e X
Third-party service providers shall e e roraon ey Tevers e
pliance with information security and DT YUUTIAVE ERTETITAT TG Party SETVICES Torauce

Policies and procedures shall be established, and voyoTTeTe PO ST X
_S”p"m'"g business processes and t?‘:h"":al measures Do you ensure that security threat detection systems using
implemented, to prevent the execution of malware on 8 ; )

men ! signatures, lists, or behavioral patterns are updated across
organizationally-owned or managed user end-point A : :

anizationa " : all infrastructure components as prescribed by industry best
devices (i.e., issued workstations, laptops, and mobile )
practices? M

devices) and IT infrastructure network and svstem: S —— NE—
Policies and procedures shall be i and youreoTaTET e i o BUET Ty
supporting processes and technical measures DO VIu COTTauCT aPPIC STV e v e X
implemented, for timely detection of within |77 Y0¥ COTOACT TOTAT UPETaTTE SYSeTTTay T X

vl owned or managed Vo T eSS ST ava AT
infrastructure network and system DO OV S TP w paT TSSOy
network vulnerability assessment, penetration testing) to
ensure the efficiency of implemented security controls. A
risk-based model for prioritizing remediation of identified | po you inform customers (tenant) of policies and procedures
vulnerabilities shall be used. Changes shall be managed | and identified weaknesses if customer (tenant) data is used as
through a change management process for all vendor- part the service and/or customer (tenant) has some shared
supplied patches, configuration changes, or changes to the [responsibility over implementation of control?
organization's internally developed software. Upon
request, the provider informs customer (tenant) of policies X

Threat and
Vulnerability
Management
Mobile Code

TVM-03.1
TVM-03.2

Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to prevent the execution of unauthorized
mobile code, defined as software transferred between
systems over a trusted or untrusted network and executed
on a local system without explicit installation or execution
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Is all unauthorized mobile code prevented from executing?




